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reliability, providing robust Quality of 
Service (QoS) and utilizing layered 
services—to provide the connectivity 
and nonstop performance needed for 
today’s businesses to operate most 
efficiently. By adopting an MPLS 
network, IT professionals will be the 
catalyst for better collaboration within 
their organization, providing the ability 
for remote access, implementing unified 
communications and VoIP integration 
and enabling business continuity.

In this paper, enterprise CIOs, IT&T 
professionals and network architects 
will learn how to improve productivity 
and security by designing multi-location 
Virtual Private Networks based on 
MPLS technology, thereby making their 
corporate communications networks 
easier to customize and maintain. 

The paper will also discuss Windstream’s 
MPLS network capabilities and how it 
engineers high-performance networks—
simplifying operations, increasing 

Mastering Network Design with MPLS 

As a result of this shift, businesses—
particularly those with multiple 
locations—are looking for new 
networking solutions to help maximize 
efficiencies and spread bandwidth 
between all of their locations and 
the dispersed mobile users on their 
networks. In general, these customers 
have the following needs: 

Granular scalability of connectivity. 
Legacy infrastructure lacks capacity 
and flexibility to do what the company 
needs it to do, especially in bandwidth 
scalability and connectivity for multi-
location networks.

Simplified architecture. Disparate 
technologies—many businesses have 
a mix of old and new—are difficult 
and expensive to manage. A lot of 
businesses have separate voice and 
data networks and would be better 
served to combine them.

The method in which organizations 
conduct their business has changed 
dramatically over recent decades. The 
constantly growing global economy 
and consumerization of information 
technology have driven the development 
of new networking technologies that 
have allowed companies to adopt new 
business models. 

These days, employees have remote 
access to their business networks and 
mobile support that enable them to 
do their work from anywhere, at any 
time. The explosion in the use of social 
media—and the subsequent surge  
in the sale of tablets, cheap PCs 
and smartphones—has led to many 
people adopting an “always on” 
connectivity level. The increase in  
the number of devices connected  
to the network is driving the need  
for network improvements. 

Overview

A Sign of the Times
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Scalable infrastructure to support 
standard apps and mash-ups. All of 
the new applications and social media 
technologies demand higher network 
performance levels than was needed 
previously. The prevalence of unified 
communications, VoIP and video-
enabled applications such as video 
conferencing and chat contributes  
to the need for high performance.

Unified management across all 
required services. The nature of  
the workforce itself is changing, as 
today’s employees are distributed,  
global and mobile.

When implemented, MPLS is the 
backbone of the network, serving as 

A Sign of the Times
(cont.)

a method for delivering a multitude of 
services. To get the most of their MPLS 
networks, businesses should seek 
providers that can offer:

• Simplification via converged voice and
   data IP/MPLS VPN

• Scability via network delivered
   solutions

• Collaboration, unified communications 
   and remote access solutions

• Business continuity/disaster
   recovery services 

An MPLS network is the key enabler to 
building an efficient network that will 
address all of these needs.

MPLS (Multi Protocol Label Switching) 
is a technology for IP networks that 
enables routers to establish forwarding 
paths between themselves. Labels are 
exchanged between the routers and a 
database of available forwarding paths 
is built so that each router knows what 
paths are available to reach any other 
router in the network. To forward packets 
through the network, routers use their 
knowledge of the network to select the 
right label to add to a packet to transmit 
it along the best path available to reach 
its destination. Labels can be combined 
or “stacked” together to tunnel traffic 
simultaneously through the network from 
many users providing the foundation for 
a Virtual Private Network or VPN.

The easiest way to explain MPLS is to 
compare it to the barcode on a shipping 
label. All of the information on a shipping 
label used to have to be manually read 

in order for the package to be sorted 
properly. Now, the barcode on the label 
has automated the processing of that 
information so the package only needs 
to be scanned to know instantly where 
it came from, where it needs to go, the 
type of package and how urgent it is. 
The barcode system on shipping labels 
made a previously time-consuming 
process much more efficient. 

MPLS is like that barcode system and 
scanner. It is a method to forward data 
packets easily by using labels. This 
packet-switched network can exist in 
both IPv4 and IPv6 environments.

MPLS differs from traditional Point-
to-Point TDM networks or Internet 
VPNs because it provides the layer 
of intelligence needed to optimally 
transport packets while virtualizing the 
network for multiple users.

Demystifying MPLS
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Multi Protocol. Enables a routed IP 
network to simultaneously transport 
many different types of data link 
protocols. Instead of delivering 
many services using many networks, 
customers have the ability to deliver 
many services using one network. 
Examples include Frame Relay, ATM, 
HDLC, PPP and Ethernet.

Label. MPLS is a cloud-like system 
of computers and other devices that 
all communicate with each other by 
assigning labels to data packets so 
that they can be forwarded from one 
device to another. Multiple labels can be 
added to an IP packet, easily providing 
scalability.

Switching. MPLS technology enables 
network routers to operate more 
efficiently by eliminating the need to 
examine each packet in detail in order  
to make routing decisions. This 
capability enables convergence and 
allows the network to redirect traffic 
more efficiently.

MPLS differs from traditional Point-
to-Point TDM networks or Internet 
VPNs because it provides the layer of 
intelligence needed to optimally tranport 
packets while virtualizing the network  
for multiple users.

Demystifying MPLS
(cont.)

Why Organizations  
Make the “Switch”

MPLS is ideal for enterprise 
organizations that require high-
performance telecommunications 
networks to connect multiple locations, 
while also supporting networks that 
contain a mix of application traffic with 
differing QoS requirements.

As a result of companies making 
updates to meet current and future 
technology needs, MPLS is rapidly 
replacing legacy technologies in the 
marketplace.

MPLS has many advantages over legacy 
solutions, such as Point-to-Point and 
Frame Relay:

MPLS is a more cost effective way to 
engineer network traffic. MPLS utilizes 
routing policy and network intelligence to 
significantly reduce costs. With a legacy 
solution, businesses would have to buy 
more T1s or DS3s to expand bandwidth 

or cross-connect more locations, and 
they must buy separate voice and data 
circuits for each location, often from 
a mix of different service providers. 
Utilizing MPLS technology, especially in 
combination with Ethernet access,  
makes it easier to increase bandwidth 
and lowers the incremental cost of 
adding new locations to the WAN 
network. It also requires fewer 
connections because voice and  
data can run over the same last mile  
access circuit.

MPLS is easier to manage and 
provides a wide range of flexibility. 
While the legacy solution requires more 
internal or outsourced IT resources 
because voice and data are separate, 
MPLS needs less IT resources to 
support since it is a managed and 
converged solution. Typically, customers 
who are candidates for MPLS are 
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dealing with a growing set of multiple 
branch office and warehouse locations 
as well as manufacturing facilities that 
are geographically scattered, and most 
likely linked together with a number of 
Point-to-Point circuits. This becomes a 
“spaghetti bowl” of circuits that leads 
to failover and latency issues. MPLS 
replaces that with a flattened network 
with better throughput and resiliency, 
making it easier for the customer to 
increase bandwidth and keep  
budgeting simple.

MPLS offers more efficient 
performance. The MPLS network 
is robust and efficient, as traffic 
management is done through 
hierarchical routing policy. The shortest 
path is identified, even on congested 
networks. MPLS also offers greater data 
integrity, as it reduces the latency and 

jitter issues found on public networks. 
With the legacy solutions, companies 
are often dealing with more than one 
vendor, multiple bills and more than one 
help desk—resulting in a completely 
less efficient solution in terms of 
performance. All of that is resolved  
with MPLS.

In addition, MPLS offers the following 
benefits:

• It is complementary to IP

• MPLS is able to work with variable 
   length packets

• MPLS adds a label to the heads of 
   each packet and transmits it on the 
   network, avoiding segmentation, 
   transport and reassembly of packets
   via an adaptation layer

Legacy Solution MPLS Solution

Point-to-Point and/or Frame Relay

  • Expensive to grow

  • Complex to manage

  • Less efficient performance

MPLS

  • More cost effective

  • Easier to manage

  • Better performance
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Why MPLS is better.

Why Organizations  
Make the “Switch”

(cont.)

4



WHITEPAPER

The foundation of MPLS consists of 
IP packet forwarding and routing. The 
network is flattened—eliminating all 
Point-to-Point circuits and bringing  
all branch locations to the cloud— 
to reduce costs and make the network 
more efficient. MPLS provides  
greater flexibility in network design  
and operation. 

A key service enabled by MPLS 
technology is the IP based Virtual Private 
Network (VPN). A VPN is a multi-location 
networking solution that uses Layer 3 
protocols to securely connect multiple 

sites in a shared IP/MPLS infrastructure. 
Each location has its own level of 
access and network privacy, but they’re 
administered through a single network, 
at a fraction of the cost of multiple 
dedicated networks. Moreover, the VPN 
solution is “fully meshed,” meaning 
that all locations are simultaneously 
connected to all other locations 
providing built-in redundancy within the 
customer’s network. This enables the 
customer to easily add more sites to 
its network whenever necessary, and 
quickly expand as its needs for greater 
bandwidth evolve. MPLS networks are 

Building Blocks for  
High-Performance Networks

• It supports a wide variety of transport 
   protocols (ATM, Frame Relay,
   Ethernet, etc.)

• MPLS supports label stacking to
   enable tunneling of connections
   inside connections

Fundamentally, MPLS is better than the 
legacy solutions because it enables  
more efficient performance in today’s 
business environment.

Why Organizations  
Make the “Switch”

(cont.)
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their IP routes

to Service Provider
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Three Building Blocks for VPN.
5



WHITEPAPER

designed with flexibility at their core to 
help IT professionals more effectively 
and efficiently architect and manage  
their communications network.

To give priority to voice and data traffic, 
Windstream can apply QoS features to a 
customer’s MPLS VPN. QoS is a protocol 
that provides preferential treatment to 
IP-based voice, data and video packets 
during times of network congestion.

Many customers find that QoS is 
worthwhile to add to their MPLS VPNs. 
All IP packets are not created equal and 
networks must be able to simultaneously 
transport a multitude of applications, 
including real-time voice, high-quality 
video and delay-sensitive data. In order 
to do so successfully, networks need to 
provide predictable, measureable and 
sometimes guaranteed performance by 
managing bandwidth, delay, jitter and 
loss parameters.

For better understanding of how QoS 
works, it can be likened to the high-
occupancy vehicles (HOV) lane in the 
middle of rush hour. Imagine sitting 
on the highway in traffic at 5 p.m. on a 
Friday in a large city; every lane is full of 
bumper-to-bumper traffic. But for those 
cars that are eligible to travel in the HOV 
lane, traffic flows quickly and smoothly, 
thus allowing them to get home in 
significantly less time than the cars 
stuck in the regular lanes. Similarly, QoS 
minimizes latency for business critical 
applications such as video conferencing, 
Citrix applications and SAP. QoS enables 
consistent performance for real-time  
data such as VoIP traffic.

Although the adoption of an MPLS 
network alone benefits the customer, 
it is even more valuable when 
complementary services are layered  
on top of it. A key feature of MPLS is  
that it serves as the foundation for 
growing various business applications. 
To maximize the performance of the 
MPLS network, Windstream offers a 
robust portfolio of additional services 
that are available with MPLS: 

Ethernet Internet Access. The  
MPLS network is robust and efficient, 
as traffic management is done through 
hierarchical routing policy. The  
shortest path is identified, even on 
congested networks.

Managed Router. Windstream’s 
Managed Router is a data networking 
solution with customer edge router 
provisioning, configuration 
and maintenance.

Managed Network Security. This 
combines all Windstream stand-alone 
Internet security services required  
to protect the customer’s network  
from cyber attack by providing  
anti-virus software, firewalls, intrusion 
protection and detection. 

VoIP Services. Windstream’s VoIP 
and Data Bundle delivers data and 
voice communications over a single 
connection, allowing businesses 
to benefit from the efficiency of a 
converged network.

Data Center. MPLS connectivity to 
remote data centers enables services 
such as disaster recovery and cloud 
computing, as well as hosted and 
managed services.

Building Blocks for  
High-Performance Networks

(cont.)
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As the need for networking security 
increases and the frequency of network 
attacks is on the rise, security is a major 
concern for enterprises. MPLS offers a 
robust security framework with a number 
of key technology and performance 
characteristics that inherently enhance 
data security. 

With all MPLS IP VPN networks, all 
customer network data—including IP 
addresses, label switched path (LSP) 
identifiers, physical address, circuit 
identifiers, contact details and other 
information—is stored on secure 
databases accessible only by  
authorized service provider personnel.

A separate and unique VPN Routing 
and Forwarding (VRF) table represents 
each IP VPN instance, and there is no 
visibility between VRF tables, ensuring 
privacy and security for every VPN user. 
In addition, every VPN has routes that 
are uniquely identified. When multiple 
VPNs share a common MPLS platform, 

connectivity is defined by routing  
policies that ensure separation of  
each individual customer’s VPN.

For added protection, core router 
infrastructure is concealed from the 
outside world via MPLS label stacking, 
and the core has no knowledge of 
VPN hosts or routes. All access to 
Windstream’s router equipment is 
restricted to authorized personnel only 
via password protection and other 
authentication measures. Additionally, 
firewalls and Network Address 
Translation functionality protects users 
from exposure to the Internet.

Although security is a valid concern and 
an important consideration for making 
any decisions regarding IT infrastructure 
and services, it is worth noting that 
within the industry, IP/MPLS VPNs are 
considered to be just as secure as the 
legacy Frame Relay and ATM networks, 
if not more.

MPLS and Security: The Power 
of the Virtual Private Network

Many professionals believe that it is a 
hassle to transition to MPLS, but it is not 
as complicated as they might think—
especially when working with a trusted 
partner like Windstream.

At Windstream, expert engineering 
and planning teams work directly with 
customers to customize solutions that  
meet each company’s unique business 
requirements—paying special attention 
to security and remote access needs 
and applications requirements.

In addition, Windstream’s MPLS 
Networking Solutions offer the  
following benefits: 

Operational cost savings. Most 
customers are able to reduce network 
management expenses by outsourcing 
to Windstream, a trusted ISP provider.

Scalability. Customers find that it is 
easy to add new sites and change 
bandwidth, which makes budgeting  
for network growth much more simple.

Simplify the Transition:  
Windstream MPLS  

Networking Solutions
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Simplify the Transition:  
Windstream MPLS  

Networking Solutions
(cont.)

Enhanced reliability. Windstream’s 
MPLS carrier-grade network is private 
and secure—offering improved  
network resiliency.

Minimal implementation disruption. 
Windstream’s MPLS solution enables 
customers to retain their current private 
IP addressing plan, which minimizes the 
effect of the transition  
to MPLS.

100% U.S.-based technical support 
available 24 x 7 x 365. Windstream’s 
highly skilled engineers, located in 
redundant geographical locations, are 
always available to provide support  
for trouble resolution.

Working with Windstream, customers 
can expect a smooth transition to MPLS,  
as well as a timely test and turn-up 
of circuits and network services. 
Windstream provides key network 
documentation and specifics for each 
network solution, and a real-time 
network portal to view the health of 
the customer’s MPLS services and 
bandwidth utilization statistics. And, 
should the need for help assistance 
arise, customers can count on support  
provided through a dedicated 
Windstream Enterprise Customer  
Repair Center. 

10141 | © Windstream 2012 | 7.12

For multi-location companies that 
need to deliver data, video and voice 
traffic more efficiently and reliably than 
traditional implementations, there is no 
better solution than MPLS.

Windstream’s MPLS VPN extends 
communications across multiple 
business locations with fast and secure 
connections. MPLS business solutions 
enable users to prioritize voice or 
data through QoS levels based on 
their unique business requirements. 

Windstream’s networking services 
provide a private, secure multi-site 
connection built across the Windstream 
core MPLS advanced IP network, and 
also feature service-level guarantees for 
latency, jitter and packet loss.

MPLS is the next-generation networking 
solution that helps customers maximize 
the efficiency of their networks. To 
learn more about Windstream’s MPLS 
services, visit windstreambusiness.com.

Is MPLS Right  
for Your Business?
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